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Mobile Super Apps are Becoming More and More Popular

"It's sort of like Twitter, plus PayPal, plus
a whole bunch of things all rolled into one,
with a great interface.”

— Elon Musk
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Mobile Super Apps are Becoming More and More Popular
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Mobile Superapps in a Nutshell
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The Taxonomy of Super Apps
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The Taxonomy of Super Apps
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The Taxonomy of Super Apps
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Evolution of the Superapps
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The Benefits a Superapp Can Offer

Mobile OS  Web Browsers Super Apps

Hosts (Native Apps) (Web Apps) (Miniapps)

Example Platform Android Chrome WeChat
System Resources? [ J o [ J
Super-app Services? (@] o [ ]
User Data/States? [ [ ] [
Account? [ ] [ J [ ]
App Packages? [ J (o] [ J
Cloud Services? [ [ ] [ ]
API Support? Rich Poor Rich
Compatible with Platforms? (o] [ J [ J
Backend? o [ ] o
Centralized Vetting? [ ] o [ J
Install-free? (o] [ [ ]
Market? [ ] o [ J
Storage Consumption? High Low Low
Update? Client-based Client-based Server-based
Performance? High Browser-specific Super-app-specific
Offline Loading? High Low Median
Register and Login? [} [ J o

“@” represents full support; “Q” represents partial support; “O” represents no support.
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Security Measures At Front-ends
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(S1) Permission Mechanism

Protected Resources
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NN e N s
(S2) Sandboxing

-

Miniapps

@66

Host app

~

Protected Files

» Code package file
» Other Local files

© Local temporary file (The files
automatically generated by mini-apps
will be recycled by super-apps)

@ Local cached file (e.g., the videos,
audio, and images)

© Local user file (e.g., the user
preferences and configurations)
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(S3) API Restriction
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(S4) Cross-miniapp Allowlisting
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(S5) Designated Distribution Channel
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Security Measures At Back-ends

(S6)
(S7) Secure Communication
(S8)
(59)
(S10) Token-based Services Access
(S11)
(S12) Code Vetting

(S13) Account Protection
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(S6) Domain Allowlisting & (S7) Secure Communication

Requirement for certificates RERsHE

» Use a trusted certificate Ol

B, ARHEIRLEHFTIERREmX, e

» The domain name of the website
where the SSL certificate is
deployed must be the same as the requestAEEAS L https:// FFSk, EIHAS200MEA, A ; H3)
domain name for which the

e . socket&iEtHA LAwss// FHk, SES200M#3, @EEEA ; 53
certificate was issued.

> The certificate must not have been uploadFile&3 LA https:// Fsk, SHES200/M#ES, EAEENESE ; HF
eXP”'ed- downloadFilesi&H X https:// Fisk, BTS20, AR ; 58
» The certificate’s trust chain must _— . .
) . udp&iAlEE LA udpy// FEk, THES200/ME4, HEERSA ; 53

be complete (server configuration
is required). tepAiESE 1L tepi// FEsk, THES2004MEE, HAEER ; S8
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(S8) Role-Based Access Control

Access Control Rules

@ Only the creator can write the data (e.g., news article), but everyone can read it.

@ Only the creator can read and write the data (e.g., private photo album), other users cannot
access it.

© Only the admin can write the data (e.g., product info), but everyone can read it.
© Only the admin can read and write the data (e.g., data in the backend that is not exposed).

A miniapp read A miniapp write A miniapp read A miniapp write Admin read
its own data its own data other miniapp’s data other miniapp’s data or write the data
Creator write only mode v v v X v
Creator read/write only mode v v X X v
Admin write only mode v X v X v
Admin read/write only mode X X X X v
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(S9) Data Encryption & (S10-S11) Token-based Services Access

Mini-Program's
Front-end (MB)

WeChat WeChat Mini-Program's WeChat
Client (WC) ‘ Server (WS) Back-end (MB BaCk‘-end MB Server (WS
=3 MK

|
‘ @ getAccessToken (appID, MK)

— .

@ ice (AT)

@ getloginToken

U]

© sendLoginToken (LT)

Services

an

@ getUserpata () Q Masterkey (MK)
} © c- EncEx,0) The Masterkey (MK) is a vital key for cryptographic
i access control in mini- programs, generated by WeChat
@ send (C)

upon authentication. WeChat offers two MK-based
protocols for accessing resources: encryption- based for
sensitive data (S9) and token-based for services (510,S11).

il

O
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(512) Code Vetting & (S13) Account Protection

IDE preview

Developing, Permission X
- Management =) | Uploading

OO

=
1

@ @

‘J‘,L

“~

]
N

)

R

/X/
~
sravesion | [25]

~

17/35



Security Threats

Threats in the front-ends Threats in the back-ends
(T1) Threats against permission [WKZ™] (T6) Identity confusion [ZZL+22]
(T2) Cross-platform vulnerability [WZL23a] (T7) Master key misuse [ZYL23]
(T3) Cross-miniapp Request Forgery (T8) Abused API token

(CMRF) [YZL22]
(T4) Hidden API access [WZL23b]
(T5) Post-vetting hot update

(T9) Weak token isolation

(T10) Evasive malware
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(T1) Colluding on Privileged Data |

H 1
Leaking phone number 2 gecrhoneltnber: fusceion(s) 1
3
» The sender Mini_Program 4 n.globalData.btnCanClick = !0, wx.hideLoading(); else {
5 var o = {
’ : R
collects users’ phone numbers ¢ R
7 encryptedData: e.detail.encryptedData,
.. 8 type: n.globalData.appType
» The sender Mini-Program 9 nr e FrTP
10 var 1 = n.getUrl("info");
transfers them to another 11 t.default post(L, o). then(function(e) {
.. 12 if (200 == e.data.status) {
mlnl—program 13 wx.hideLoading() ;
14 var t = e.data.data.phoneNumber;
15 this.data.phone_number = e.data.data.phoneNumber,
< n.globalData.userInfo = {
16 phone_number: t }, console.log("Obtained Phone Number",
< n.globalData.userInfo.phone_number), a.loginProcess(t);
17 } else n.wx_toast(e.data.message);
18 Pl
19 wx.navigateToMiniProgram({
20 appld: e.linkAppid,
21 path: t,
22 extraData: {
23 mallld: this.data.mallld || "",
24 malllnfo: this.data.malllnfo || "",
25 memberId: this.data.memberId || "",
26 phoneNumber: this.data.phone_number || "", token:

< this.data.token || "" }) 19/35



Leaking location data

» The receiver Mini-Program
does not have permission to
retrieve users’ location

» The receiver Mini-Program
receives location data from
other Mini-Programs

=
NHEFOQOTOU R WN

s

e
N

var a = e.referrerInfo.extraData.location, n =
< e.referrerInfo.extraData.imp_data, o =
< e.referrerInfo.extraData.src_path;
void O != a && void O != n &% null != a & null !'=n
"" == this.data.location 7 (wx.showLoading({
title: "Loading ..."
}), this.locationApp(a, n, 0)) :
} catch (e) {}
t.eventReady (function() {
t.beginTime();
b

this.data.location = "");

wx.request ({
url: "https://xxxxekex sk kxx!,
data: location
b
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(T1) Colluding on Privileged Data |

TaintMini
» First open source, static taint
analysis framework for
Mini-Programs

Evaluated w/ 238K Mini-Programs

» Empirical Results. Identified
27,184 (11.38%) Mini-Programs
contain sensitive data flows

» Security Application. |dentified
455 colluding apps

<Form> [5-Fillout.wxml:2]
|[name[s-Fillout wxm1:3]] [bi [s-Fillout.wml:s]]

onsubmit[s-fillout.js:3] y

navigateTo.success[s-fillout.js:8]
' [Page.data.phone[s-Fillout. js a1 [phone[s-Fillout.3s:10]
S onLoad[s-submit. js:4] sinkPage[s-subnit.Js:7] |
- [option[s-submit.3s:41]
- [Page-dat [5-submit.js:8]] .

g A
Page .data. phonenumber[s-submit.js:10]

(textarea,wx:if) [s-submit.wxml:3] | =

[textPhone[s-submit.wxnl:s1] "

1 v
| [phone_old[s-submit.js:10]] - onsubmit[s-submit.js:13]
Y B [s-submit. js:17]

[phone_updated[s -submit. js:12]

s-submit.wxml

onLaunch[r-get.js:2] Inter-WXML-IS Data Flow

Inside-JS-Event Data Flow

Inter-JS-Event Data Flow

v
[e-globalbata. phone[r-get.35:51 |

Inter-Page Data Flow__

ﬂnShow[r get.3s:7] Inter-Mini-app Data Flow
datalr-get.Js:15]|
1 Object | [ WxMLTag | [[Source | [Sink |

Source code of TaintMini has been made available at: github.com/0SUSecLab/TaintMini
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(T2) Cross-platform Vulnerability [
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Test Case Generator (84.1) Code Executor (84.2) Discrepancies Analyzer (§4.3)

6Co

API Existence Discrepancies

Debug Protocol API Permission Discrepancies

(1) API Parameter (1) API Dependencit
Resolution Resolution

Results

API Output Discrepancies
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T2) Cross-platform Vulnerability |

Mobile PC
APIs Permission Scope -

W @ o

APAPAP
getLocation YV X
chooseLocation userLocation YV X
startLocationUpdate YV X
SLUBackground™ userLocationBackground v/ / / / X
startRecord VX
joinVoIPChat record YV X
RecorderManager.start EEEER
createCameraContext X
createVKSession camera VYV X
openBluetoothAdapter X X
BLEPeripheralServer bluetooth YV X
saveImageToPhotosAlbum . X
saveVideoToPhotosAlbum writePhotosAlbun VYV X
addPhoneContact addPhoneContact YV X
addPhoneRepeatCalendar X
addPhoneCalendar addPhoneCalendar SIS K
getWeRunData werun STX
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APIs Mobile Desktop
w L =
Name Category  Type Precision A S u A S U A S U
createAudioContext Media *) X v X 4 X v X
createBufferURL Storage ) X v X v X v X
createCameraContext Media = X v X v X v X
createCanvasContext Canvas ») X v X v X v X
createIntersectionObserver WXML ») X v X v X v X
createLivePusherContext Media 4 X v X v X v X
createOffscreenCanvas Canvas *) X v X v X v X
createSelectorQuery WXML Cg X v X v X v X
createWebAudioContext Media = X v X 4 X v X
getAccountInfoSync OpenAPI C4 X v /X v v v vV vV X
getAppAuthorizeSetting Base = X v v v v v v v v X
getAppBaseInfo Base (C4 X 4 4 4 v / 4 v v v
getDeviceInfo Base = X v v v v v v v v v
getLocalIPAddress Device - X v v v v v X v /X
getMenuButtonBoundingClientRect Ul = X v v X v v v v v X
getPerformance Base & X v v v v v X v /S X
getScreenBrightness Device 2 v v v v 4 4 X 4 v 4
getSystemInfo Base L] 4 v v 4 4 4 4 4 v 4
getSystemInfoAsync Base ) 4 4 4 v 4 4 v 4 v 4
getSystemInfoSync Base ® 4 4 4 v 4 v 4 4 4 v
getSystemSetting Base ® X v o/ X v v v v vV X
getWindowInfo Base = X 4 v X v v v v 4 v
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Vetted

Payment
Miniapp
Xpay_fail

Shopping
Miniapp

WA-TIND

Sa-TAND




) Cross Miniapp Request Forgery (CMRF)

WECHAT

Category No Use Checked Vulnerable

# app %total # app % # app %
Business 131,078 5.1 81 807 923 91.93
E-learning 10,271 0.4 4 519 73 94.81
Education 240,077 9.34 184 372 4756 96.28
Entertainment 29,442 114 140 33.02 284 66.98
Finance 3,509 0.14 6 6.67 84 93.33
Food 114,675 4.46 332 807 3,780 91.93
Games 88,056 3.42 10 2.09 469 97.91
Government 31,432 1.22 33 9.02 333 90.98
Health 27,716 1.08 37 544 643 94.56
Job 21,773 0.85 16 7.02 212 92.98
Lifestyle 394,493 15.34 269 423 6,092 95.77
Photo 9,039 0.35 3 441 65 95.59
Shopping 989,498  38.48 743 256 28,304 97.44
Social 20,671 0.8 6 299 195 97.01
Sports 15,980 0.62 69 2248 238 77.52
Tool 261,467  10.17 122 372 3,161 96.28
Traffic 35,412 1.38 53 9.28 518 90.72
Travelling 10,524 0.41 5 3.62 133 96.38
Uncategorized 83,983 3.27 0 0.0 18 100.0
Total 2,519,096 97.96 2,113 4.03 50,281 95.97

Bamu

Category No Use Checked Vulnerable

# app %total # app % # app %
Automobile 356 0.24 0 0.0 2 100.0
Business 5,201 3.5 0 0.0 113 100.0
Charity 2 0.0 0 0 0 0
E-commerce 96 0.06 0 0 0 0
Education 1,378 0.93 0 0.0 3 100.0
Efficiency 10,852 7.31 0 0.0 1 100.0
Entertainment 195 0.13 1 1111 8 88.89
Finance 45 0.03 0 0.0 2 100.0
Food 123 0.08 0 0 0 0
Government 282 0.19 0 0.0 5 100.0
Health 2 0.0 0 0 0 0
Information 1,736 1.17 0 0.0 6 100.0
IT tech 113 0.08 0 0 0 0
Lifestyle 1,818 1.22 0 0 0 0
Medical 97 0.07 0 0 0 0
News 4 0.0 0 0 0 0
Post service 163 0.11 0 0 0 0
Real estate 1,510 1.02 0 0 0 0
Shopping 116,093 78.17 0 0.0 327 100.0
Social 205 0.14 0 0 0 0
Sports 145 0.1 0 0 0 0
Tool 46 0.03 0 0 0 0
Traffic 226 0.15 0 0.0 1 100.0
Travelling 1,473 0.99 0 0 0 0
Uncategorized 5,857 3.94 0 0.0 25 100.0
Total 148,018  99.67 1 0.2 493  99.8
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(T4) Hidden APIs [

Attacks Caused by Hidden APIs

1
2 package com.baidu.swan.apps.scheme.actions.f;
3 public class a extends aa {

» Arbitrary Web Page Access 5 T eper (comtext, n/awanaB1/getiocation ;
6 }
. 7
» Malware Download and Installation 8 eoverride
9 public boolean a (Context c, Scheme s, CallbackHandler cb, SwanApp a){
10
» Screenshot-based Information Theft 2y
13
» Phone Number Theft 18 backage con.baidu.swan.apps. inpl.aceount.a;
16 public t‘:lass £ extends aa {
» Contact Information Theft S oot L .
2
21 @Override
22 public boolean a (Context c, Scheme s, CallbackHandler cb, SwanApp a) {
no
25 }
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T4) Hidden APls

Javascript Framework Layer Customized V8 Layer
function (global) {
1 = global

1 WeixinJSBridge 1

2 1 2 int magicbrush::Bindi i b i Object *al, v8::Isolate *a2)({
3 var globalCount = 0 3 /* Code Omitted */

4 4

5  function invokeMethod (apiName, params, callbackHandler) { 5 3=0;

6 params = WeixinNativeBuffer.pack (params) ; 6 v7 = (v8::Value *)mm::JSGet<v8::Local<v8::Value>>(al, v6, "NativeGlobal", &v12);
7 var filteredParams = paramFilter(params || {}), 7 if (1v7 || (v9 = (int)v7, !v8::Value::IsObject(v7)) )

8 callbackld = ++globalCount; 8 v9 = v8::Object::New(al, v8);

9 11 [callbackid] = callbackHandl 9 vi3 = vo;

10 a(apiName, params, callbackId) { 10

11 1lbackId = NativeGl i (apiNamé, params, ~~ 1

12 callbackId) ; =

13 invokeCallbackHandler (callbackld, callbackHandler) __ —Jss'eEthhData(Unt) a1,

14 } (apiName, filteredParams, callbackId)

15

16  return this;

17_} (global) ;

a2) ;
18 mm: : JSSet<v8: :Local<v8: :obj&cc»(u *a3, "NativeGlobal", v13);

1 oniTayer 19 return v13; ~<
2 package com.tencent.magicbrush; 20 } \
3 public abstract class MBRuntime { 21 ¥
4 String nd (String apiName, String apiParam, int id) { 22 fint icbrush: i 1.3 Isolate *al, DWORD *a2)|{
5 if (this.nativeHandler It nul)~{ 23 /
6 try ( ~o 24
7 return this .invo E iParam, id); _ _ _ 25 mm: : JSConvert<std: :string, void>::£fromvs (api_t nm, al, vé);
8 } catch (Throwable e) { ~ 26 mm: : JSConvert<charl6_t const*, void>::fromve lap:. _paxam, a1, vé);
9 L i ( , e, "crash when invoke jsapi!"); ! ~ 127 mm: : JSConvert<int, void>::fromV8 (callback id,
10 throw e; 3¢ [Java_com_tencent_magicbrush_MBRuntime) natxveinvokaﬂandler(
1 ) 29 api_; nave,
12 ) 30 api_par:
13 Logger.error ("MBRuntime", "no native invoke handler"); 31 callback ia
14 return 32 )
15 ) 33
16 } 34
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(T4) Hidden APIs [

Static API Recognition (§ 5.1) Dynamic API Classification (§ 5.2)
Results

() Automatic | {(11) Undocumented (1) Test Case i (1) Forward Slicing for AP (111) Dynamic AP1 Probing for

Invariants 'API Recognition Generation H Invocation Identification API Category Classification
Decompiler | gytraction A/ - -
‘ : @ - @ - -{%
Testing Javascript et API Javaseri
Testing Cases orvar ! avascript
Generator_J Cases RUGELT slicing @ Probing Runtime
T Tl [}
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T4) Hidden APls

pR—— [y Wetom B Tt @
b ww R WD %w %k WD ww Wi Wo ww % Wp wm
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(T7) Key Leakage from Miniapps |

Attack Procedure [umiors | [SNG) | LSNSENEINY | s oty
» (1) Obtaining Attacker's Encryption | J
Key (EK) Dot
» Obtain leaked Master Key (MK) o |
» Query for EK with the MK “I'“

» (Il) Sensitive Data Retrieval and/or \

EKeve

Manipulation
© getUserData ()

» Capture encrypted data

» Decrypt with MK

» Data manipulation o)
» Re-encrypt and send to back-end

@ D'.. = Enc (EK'eve,Deve)

@ D...= Dec (Ekeve, D'eve)

@ D'xiice = ENc (EKeve Dasice)

@D = Dec (EKwa Daies )
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T7) Key Leakage from Miniapps

@«
5 Request (1) Request (2] Response (3]
=< &
e
E GET /checkSigna’ 5 " +
< signatur z«zsfaaug«sgaaasasn import requests
o'e MK: 06d: 4397"
£s 48064gencrypt._t type=loqln&ncnce=22 appid="wx1bb769d037cd1204" :
£% PRROQORIALTS. — — — - — — - LT="043FpdGalfczXAOHiYHalDXTZj4FpdGh" “openid”: “ozFSLSKENCEVOIHXpTbzShETowhw"
§ z g‘“‘Pdﬁ;gzx‘s_‘;ﬂma“‘x“ﬂ“Pd““' request.get ("https://api.weixin.qq.com/sns/jscode2s "un:\.onxd":"o;\.zIdlhDzuqsbPhITeJVquPaPRA'I
] encrypt_data=1.3.7 HTTR/1.1 ession?appis i ¥ /)
b= ~—-ol_ . /
= S s
< .

Request. R

—» encryptedData Ry~

POST /sbk api /mini/ Td BTTR/1.1 '

Host: fe.nest. l.cn

{"sessionId":"£3d316641, 357176eb",

"iv": "T£252%5ymaXICAPBES 60

]

{ “phoneNumber”:“137%***7089"
"purePhoneNumbex" : "137++**7089" ,

Id HTTR/1.1

"iv": "oqoILJ01zHPyCMSpRmCVXg="

=
= S
=]
25 o
£3 v
2 2 J
=g
@
£
g

eques

& = =
5= POST /sbk api/mini/SNS,
2= Host: . I.cn
23
== "sessionld":"£3d3166416804afca858b4£35e7176eb",
=3

&

vaer,
"watermark” :
{"timestamp":1619948088,
"appid” : "wx1bb769d037cd1204" } }
1
v
honeNumber” : “189#**+3630" ,
189%**%3630",

{"timestamp”:1619948088,
"appid" : "wx1bb769d037cd1204" } }

- - - - encryptedData
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Other Security Threats

Flawed permission [LXX"20] Identity confusion [ZZL122]

Super app permission sets may be Web domains are used to determine
incomplete, enabling miniapps to access miniapp identities, allowing malware to
sensitive resources. obfuscate identities via fabricated domains.
Post-vetting hot update Weak token isolation

Vetted miniapps may utilize dynamic code The tokens in some platforms are not
update to transfer into malware. strictly isolated between miniapps.

Evasive Malware
Super apps have attracted malware to exploit millions of user data stored in the
platform. Specifically, Scam miniapps are emerging as a major concern as they are

distributed via trusted social networks (e.g., among close friends)
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Trade-off: Privacy and Convenience

Contradiction

» Convenience: Users enjoy ** * **
convenience with miniapps,
. nnapp * GDPR *
accessing personal info * * Convenience
» Risks: Privacy risk arises when * x X

data is shared with super apps.

Privacy

(G

28/35



RO TN U O B s
Trade-off: Privacy and Convenience

Contradiction

» Convenience: Users enjoy * X %
convenience with miniapps, : GDPR ’:
accessing personal info * * Convenience

» Risks: Privacy risk arises when * x X
data is shared with super apps.

Privacy

Trade-off

» The balance of convenience and (G
privacy is critical when managing
data for massive amount of users.
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Trade-off: Security and Usability

Contradiction

» Security: Security is vital for the * X %
super app ecosystem to ensure : GDPR :
user experience and data privacy. * *
» Usability: Prioritizing security * g X Usability

measures may impact user

N}
experience negatively. Security |£g

5
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Trade-off: Security and Usability

Contradiction

» Security: Security is vital for the
super app ecosystem to ensure
user experience and data privacy.

» Usability: Prioritizing security
measures may impact user
experience negatively.

Trade-off

» Super apps need to seek the
balance between security and user
experiences

* GDPR *




Trade-off: Privacy and Monetization

Contradiction
> Attemption: Super apps might
monetize user data through
third-party sharing.
» Problem: Privacy issues, with

users potentially unaware of data
usage control.

* X %
* *

* GDPR *

** * ** Monetization

o4

Privacy —_“
17
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Trade-off: Privacy and Monetization

Contradiction
> Attemption: Super apps might
monetize user data through
third-party sharing.
» Problem: Privacy issues, with
users potentially unaware of data
usage control.

Trade-off
» Ensure transparent data practices
» Provide explicit privacy policies
» Use robust data protection

» Give users data control

* X %
* *

* GDPR *

** * ** Monetization

%

Privacy
I
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Super App Frontend Resources or Services

Super App Backend Resources or Services
A

Contacts

Address

Location

Bluetooth (51) Permission Mechanism — 2
ks
=
]
2
Camera 13
S
S
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(52) Sandboxing z
g
E]

(S3) API Restriction

Js Code Execution
Environment

(S4) Cross-miniapp Restriction

(S5) Designated Distribution Channel

(S6) Domain Allowlisting

External Web

Domain (S7) Secure Communication

Authenticity

Internal Cloud
Database

(S8) Role-based Access Control

Phone number

User Info

31/35

(S9) Data Encryption

Werun data

Shareinfo

Cloud
API

(S10) Token Based Access Control

Internal Cloud
Resources

(511) Token Based Isolation

Availability

(S12) Code Vetting

(

S13) Account Protection




Lessons Learned

Security ism Analysis Security Threat Analysis Security Impact Analysis
N At [Assumption Root Cause Privileged | Vetting Data Issue
Security Z[FBAT V Threat 1D Comp. Tmpl.  Trust  Vetting | Access | Bypass |Tnje Leakage
o Permisson | ol " Flaved Permission oot P
mechanism
52 Sandboxing ols v 7o  Cross-platform | Resource Data v
S3 APl Restriction | ® |/ v 73  Hidden API Missing Service v
Access
Cross-miniapp Cross-miniapp — —
s4 Allowlisting | 2|7 T Injection Miniapp Miniapp /
Designated | o Post-vetting - )
S5 Distribution Channel | *'|* 7|5 ot Update Post-vetting | Service |/
S6_Domain Allowlisting | ®] 7 | T6 ldentity Confusion Miniapp Sorvice | 7
s7 seure gl |, - - - -
Communication
Role Based
® , . . .
S8 Access Control | @] /|7
. Master Key
®
SO  Data Encryption |®| /| v T7 e Developer Data v
Token-based Abused
S10 Access Control @ v v T8 API Token Developer Data v
S11 User Token Isolation [@ | v/ | v To Wf"‘" Token Weak Data v
solation
S12 Code Vetting ® v v T10 Evasive Malware Intra-vetting Data v
S13  Account Protection | ® v v - - N B

Adopted mechanisms

Adopted mechanisms need to be aware of the underlying implementation difference

that potentially voids the security of super apps
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Lessons Learned

Security ism Analysis Security Threat Analysis Security Impact Analysis
. At Assumption Root Cause Privileged | Vetting Data Issue
Security Z[FBA | V Threat 1D Comp. Tmpl.  Trust  Vetting | Access | Bypass [Injection Leakage
o Permisson | ol |, " Flaved Permission oot P
mechanism
52 Sandboxing ols |/ 7o  Crossplatform | Resource Data v
S3  APIRestriction | ®|/ v 73 Hidden API Missing Service v
Access
Cross-miniapp Cross-miniapp — —
s4 Allowlisting | 2|7 T Injection Miniapp Miniapp /
Designated Post-vetting - -
S5 Distribution Channel | *'|* 7|5 ot Update Post-vetting | Service |/
S6_Domain Allowlisting | ®] 7 76 Tdentity Confusion Miniapp Sorvice | 7
s7 seure gl |, - - - -
Communication
Role Based
® , . . .
S8 Access Control | @] /|7
. Master Key
®
SO  Data Encryption |®| /| T7 e Developer Data v
Token-based Abused
S10 Access Control @ v v T8 API Token Developer Data v
S11 User Token Isolation [@ | v/ | v To Wf"‘" Token Weak Data v
solation
S12 Code Vetting ® v v T10 Evasive Malware Intra-vetting Data v
S13  Account Protection | ® v v - - - -

Isolation mechanisms

Isolation mechanisms need to be prudently examined and adapted to the super apps to
ensure comprehensive isolation, where developers should not be excessively trusted.
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Lessons Learned

Security ism Analysis Security Threat Analysis Security Impact Analysis
. At Assumption Root Cause Privileged | Vetting Data Issue
Security Z[FBAT V Threat 1D Comp. Tmpl.  Trust  Vetting | Access | Bypass [Injection Leakage
o Permisson | ol |, " Flaved Permission oot P
mechanism
52 Sandboxing ols |/ 7o  Crossplatform | Resource Data v
S3 APl Restriction | ® |/ v 73  Hidden API Missing Service v
Access
Cross-miniapp Cross-miniapp - —
s4 Allowlisting | 2|7 ST Injection (i Miniapp /
Designated Post-vetting - -
S5 Distribution Channel | *'|* 7|5 ot Update CEReiiE] Service |
S6_Domain Allowlisting | ®] 7| T6 Tdentity Confusion Miniapp Service | 7
s7 seure gl |, - - - -
Communication
Role Based
® , . . .
S8 Access Control | @] /|7
. Master Key
®
SO  Data Encryption |®| /| v T7 e Developer Data v
Token-based Abused
S10 Access Control @ v v T8 API Token Developer Data v
S11 User Token Isolation [@ | v/ | v Tg  Weak Token Weak Data v
Isolation
S12 Code Vetting ® v /__|T10 Evasive Malware Intra-vetting Data v
S13  Account Protection | ® v v - - N B

Vetting mechanisms

Vetting mechanisms is not omnipotent. Evasive malware may circumvent vetting, and
malware may be dynamically updated in post-vetting phases.
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Other Open Problems

Security Compliance Analysis Miniapp Developer Education
» Protection mechanisms should meet or » Developers need training on proper
exceed security levels of underlying security practices and Super apps
systems. should highlight security configuration.
» Future work: Include systematic » Future work: Include tools for
analysis tools for vulnerability automatic analysis and detection of
detection. data leaks.
Security Mechanism Standardization Semantic-aware Miniapp Vetting
» Super app implementation variations » Current miniapp vetting mechanisms
can cause security risks. face challenges despite strict controls.
» Future work: Study viable security » Future work: Involve modeling super
mechanisms for these platforms. app-specific miniapp malware.
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